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1. OBLIASI XAPAKTEPUCTHUKA ITPOI'PAMMBI
1.1. HopMaTHBHO-IIPaBOBbIe OCHOBAHHS Pa3padoTKH NPOrpaMMbl

HopMmaTHBHO-IIPAaBOBYIO OCHOBY pa3pabOTKH IPOrpaMMbl COCTABIISIOT:
®enepanbhubiii 3akon Poccuiickoit @enepauun or 29.12.2012 r. Ne 273-®3 "O6 obpazoBanuu B
Poccuiickoii @enepauuu’;
[Ipukaz Muno6pHayku PD Ne 499 ot | wmions 2013 r. «O6 yTBEepiK/IeHUH MOPsAAKA OPraHU3alKH W
OCYILECTBIICHHsST  00pa30BaTe/IbHOW  JAESATEBHOCTH ~ MO JONOJIHUTENBHBIM  NPO(PECCHOHAILHBIM
Mporpammam».
[Ipu pa3paborke copepkaHWUsi HACTOSILLEH JOMOJIHUTENbHOW MNpodeccHoHaNbHOM 00pa3zoBaTe/IbHOM
[IporpamMmbl  yuTeHbl ~MMeIOLIMecs Ha MOMeHT dopmupoBanus I[lporpammbl  TpeGoBamus
npoeCCHOHAIbHBIX ~ CTaHIApTOB W (WaM)  KBaIM(UKALMOHHbIE TpeOOBaHMS, YKazaHHbIE B
KBAJTM(PUKALIMOHHBIX CIPABOYHUKAX, YTBEPXKJAeMbIX B TMopsjke, ycraHapauaemom [IpaBuresbcTBOM
Poccuiickoit Dezepaiin, M0 COOTBETCTBYIOLIMM JIOJDKHOCTSM, MpogeccusiM, CreLHajbHOCTAM (B
coorBeTcTBHH ¢ OOIIEPOCCHHCKUM KJIACCH(PHUKATOPOM CrIeLUaIbHOCTEH).

1.2. TpeGoBanusi K CrymaTeJ M

K ocBOeHHIO JaHHOM JIOMOJHUTEIBHON npodeccruonanbHoi [IporpaMMel JtomyckaroTes
JIMIIa UMEIOIIUE cpejiHee MpodecCHoHaNbHOE U (MITH) BhICIIIEE TEXHUYECKOe 00pa30BaHHeE.
ITporpamma rpeiHa3Ha4ueHa JJisi OBBIICHUS KBAIU(DUKALIUK:
e CnenmanuctoB u Beaymux (rinaBabix) cnenupanuctoB o MK TCO u CA3. HazHaueHHBIX
Ha JIOJDKHOCTH M HE UMEIOIIUX OIbITa padOTHI B CUCTEME OE30IIaCHOCTH IIPEAIIPUSITHS,
*  CnermanuctoB u Beaymux (riaaBabix) cnenpainctos 1o MK TCO u CA3, HazHaueHHBIX
HAa JIOJDKHOCTH M HMEIOIIUX ONBIT paboThl B CUCTEME 0€301TaCHOCTHU ITPEIIPHSITHSL.

3nanus:

»  AmnmaparHoe o0ecriedeHrue NepcoHaIbHOr0 KOMIIBIOTEPA;

*  OneparoHHbIE CUCTEMBI;

* JIBoW4HOE Mpe/ICTaBIICHUE JaHHbIX;

* IlpuHIUIBI CBSI3U ¥ OOMEH JJAHHBIMU B JIOKAJIBHOM IPOBOJIHOM CETH;

* VposuH JiocTyna u pacnpeenenus B cetd Ethernet;

e Crpykrypa cetd WHTEpHET M HpPUHIMUIBI OOMEHA JIaHHBIMHU MEXJY Y3JlaMM B CETH
Wurepuer;

* (Cxema nojaximouenus k MHTepHeTY yepe3 mocTaBIluKa yCIlyT;

» Certesnle ycrpoiictBa B NOC;

*  Bujpl, XapakTeprcTHKa U MAPKUPOBKA CETEBBIX KabeJIeil 1 KOHTAKTOB;

* CereBas anpecanusi. [P-agpeca u macku moaceru. Tuner IP-anpecoB u MeToJbI HX
nosyuenusi. DHCP;

*  MmuoroypozeBast mojienib OS] u ceTeBbie IPOTOKOJIBI;

* bBecnpoBoiHbIe TEXHOJOTUHU U JIOKATbHBIE CETH;

*  VYrpo3bl 6€30MacHOCTH B JIOKAJILHOW KOMIIBIOTEPHON ceTH. MeTo/ibl aTak ¥ IOJIMTHKA
Oe3omacHOCTH. MexceTeBble IKpaHbl;

*  OcHOBHBIE CeTeBbIC CIIYKObI. ApXUTEKTypa KiIHeHT-cepBep. [P-cepBUCHI U IIPUHIMIIBI
uX paboThl. DnekTponHas moyra. Ciryx6a 1oMeHHbIX UMEH DNS;

*  OCHOBHBIE ITPOTOKOJIBI MAPLIPYTH3ALUH;

*  Crpykrypa [P-anpecanuu B JIBC;



Tpancnsius ceteBbix agpecoB NAT u PAT;

ba3oBbie HACTPONKH MapIIpyTH3ATOPA 1 KOMMYTATOpA;

MexaHu3Mbl Pe3epPBHOTO KOIIUPOBAHUS M aBAPUHHOIO BOCCTAHOBIICHHS B CETH;

MeTo/ bl U CpeJICTBA BBISIBJICHHS YI'PO3 0€3011aCHOCTH aBTOMATU3UPOBAHHBIM CHCTEMAM;
MeTo1bl TEXHHYECKOM 3alUThl HH(OPMAIIHIH;

Mero bl popMupoBanust TpeOOBaHUI 110 3a1uTe UHGOPMaIUH;

MeTo bl OpraHu3aIiyl | yIpaBieHHs e TebHOCTBIO CITyXkO0 3aiuThl HHGOpManuu Ha
pEANPUSITUH;

MeTto/ibl TIPOBEPKH 3allUINEHHOCTH OOBEKTOB HH(pOpMATH3alMM Ha COOTBETCTBUE
TpeOOBAaHUSM HOPMATUBHBIX JIOKYMEHTOB.

Ymenusn:

1.3.

BBINMOIHATS  YCTAHOBKY IEPCOHAIBHOTO KOMIIBIOTEPA, . BKJIKOYAsl ONEPALMOHHYIO
cucreMy, HHTepQeicHbIe IIaThl U nepudepuitHbie ycTponcTBa;

[TpoekTHpoBaTh M yCTAaHABIWUBATH JOMAIIHIOK CETh HJIM CETh MAJOro NPEAIpPUATHS, a
TaKXKe MOJIKJII0YaTh €€ K MHTEPHETY;

BBIMOJIHATE IPOBEPKY M YCTPAHSTH HENOJA/IKH CETH U NOJKIIouYeHus K MHTepHery;
ObecrieunBarh OOIIMMA JIOCTYI HECKOJIBKUX KOMIIBIOTEPOB K CETEBBIM pecypcam
(daitnam, mpuHTEpaM H JIIp.);

HacrpauBath u npoBepsATh pacupocTpaHéHHble UHTEpHET-PHII0KEHHS;

Hacrpausats 6azoBbie IP-ceprchl npu nomoru rpaduueckoro unrepdeiica OC;
BhIoHSATE a7ieKBaTHBIE MPOIIEYpPhl BOCCTAHOBICHUSI IIPU aBApUSIX M OCYILIECTBIISITH
pe3epBHpOBaHUE CEpBEPa;

KoHTpoaupoBaTh NPOU3BOJAUTEIHHOCTh CETH U BBISIBIISITH COOH;

BhISIBIIATE MMOTEHIMAIBHBIE W pealibHble Yrpo3bl WHPOPMAIMOHHON Oe301acHOCTH
IIPOBOIMTH MX PAHXXHPOBAHHUE MO BEPOSITHOCTU peaiu3allui U BEJIMUYMHE ylepoa;
OcyiecTBIsTh OpraHu3aIMuOHHO-TIPABOBOE obecrieuenue UH(OPMAITMOHHOM
0€30MacHOCTH 00BEKTA 3AIUTHI;

Opranu3oBath paboTy KOJUIEKTHBOB HUCIIOJIHUTENEH C y4&€TOM TpeOOBAHUH 3allUThI
uH(pOpMaIIHK;

KonrpospoBars  3QQGEKTHBHOCT,  peau3alldi  TOJUTHKM  MH(POPMALMOHHOM
6e3onacHoCTU 00BEKTA.

[lean peasm3anuu NporpaMmel

[lespto peau3aliuy MporpaMMbl IIOBBIIICHUS KBATH()UKAIMHU SBIsIeTCs pyHIaMeHTallbHAasI

[OJIOTOBKA CIIyIIATeNield 10 TEOPUH U MPAKTUKE dKCIUTyarauu MHTerpupoBaHHOrO KOMIUIEKCA
texHudeckux cpect oxpanbl « I IOCT 1CBy.

1.4.

IlnanupyemMbie pe3y/ibTaThbl 00y4eHuUst

B pesysibTare OCBOEHHS MPOrpaMMbl CIyHIATENb JOJDKEH mpuobdpecTH HaOOp 3HAHHMH,

yMeHI/Iﬁ N HABBIKOB OITHCAHHBIX HUKC.

3nanus:

[puHIHE pabOTHI MOJYITPOBOJHUKOBOW TEXHUKH, DJIEKTPOHUKH, OITUKH, YCTPOUCTB
H3JIy9eHHUs U TpreMa (PU3NUYECKHX T10JIeH;

[TpUHIMTIBI  JIEKTPOHHO-ONITUYECKOTO IpeoOpa3oBaHMs CUTHAJIOB, KOMMYTAllMUd |
00pabOTKH BH/IEOCUTHAJIOB;

DJIeKTPOMAarHUTHAsE COBMECTHMOCTH paznuuHbiX oOpasnoB TCO u  jomycTHMBIX
TEMIIEPATYPHBIX PEKUMAX IKCIUTyaTAI[UU HJIEKTPOHHON TEXHUKH;



[Topsinok TpoBefieHUs] JAUArHOCTUKH 00OpyioBaHusi MHTErpupoBaHHOIO KOMILIEKCA
TCO (MK TCO) «ITOCT 1CB» ¢ moMoIib10 BCTPOSHHBIX CPEACTB U3MEPEHUHN U BHEIITHUX
KOHTPOJIbHO-U3MEPUTENIBHBIX PUOOPOB;

Ousnveckue npuHnunsl padotsl o6opyaoanust UK TCO «ITOCT 1CBy, nomexoBbie u
necrabunu3upyromue (GakTopsl, okasbiBatoiye Biusaue Ha padory TCO;

Haznauyenue, cocTaB, IPUHIIMI JICHCTBUS, YCTPOMCTBO, TEXHUUYECKUE XapaKTEPUCTHKH,
0COOEHHOCTH (PYHKIIMOHUPOBAHUSI, KOHCTPYKIUIO, CXEMBI ITOKIIOYCHHH, XapaKTEepHbIE
HEUCIIPABHOCTH, TPEOOBAHUSI K PA3MEIICHUIO, MOHTaXy M OCOOEHHOCTH IPUMEHEHUS
obopynoBanust UK TCO «IIOCT 1CBy;

Crnenmanbaoe nporpammuoe oobecnedernne UK TCO «ITOCT 1CBy;
[Tporpammuo-anmapatasie cpejctsa 3amuThl uHpopManuu UK TCO «ITOCT 1CBy;
[Topsiiok  TOATOTOBKKM K  paboTe, HACTPOWKH pa3MepoB 30H OOHAPYKECHHS,
4yBCTBUTEIHLHOCTU U NpoBepku padborocnocodbnoctr obopynoBanuss UK TCO «I1OCT
1CB»;

[Topsiiok mpoBeieHust TEXHUYECKOro oocmyxuBanus 1 pemonta obopynosanust UK TCO
«ITOCT 1CB»;

[Topsiiok OTHICKAHUSI M YCTPAHEHHMs] HEHUCIPABHOCTEH IyTEM 3aMEHbl OTKA3aBIIUX
(TOBPEX/IEHHBIX) SJIEMEHTOB U JICTaJICH;

[Topsinok xpanenust obopyaoBanust UK TCO u marepuanbHbIX CpeiCcTB;

TpeboBanusi Ge3omacHOCTH IpH paboTE C DJIEKTPOOOOPYHIOBAHHEM U DIEKTPOHHOM
TEXHUKOM, IpaBujia OKa3aHUs I[E€PBOM MOMOIIM IOCTPAJABUIMM IIPU I[OPAKECHUU
AIIEKTPUYECKUM TOKOM.

VYMmenus:

BBINOTHATE YCTAHOBKY CEpBEPOB M aBTOMATU3UPOBAHHBIX paboumx mect (APM) UK
TCO «I1IOCT 1CBy»;

BBITOHATE TPOBEPKY M YCTPaHITH HEMOJa/JIKH JIOKaTbHOW KoMmIibioTepHoi cetu MK
TCO «IIOCT 1CBy»;

[TpoexTupoBaTh U ycTaHABIMBATH rpaduueckue miIaHbl 00bEKTOB OXpaHbl IPOBOJIUTH UX
pellakTUpOBaHUE;

VYcranaBnuBath HM  HacTpauBaTh lIporpaMmHo-anmapaTHbie  Cpe/icTBAa  3alllUTHI
unpopmanuu UK TCO «ITOCT 1CBy»;

BeImonHsaTe aziekBaTHbBIE MPOIEypbl BOCCTAHOBJICHHS TIPU aBapHUsiX U OCYIIECTBISATH
pe3epBHpOBAHUE CEPBEPOB (CepBepa);

PaboTtaTh ¢ KOHTPOJILHO-U3MEPUTETBLHBIMU TPHOOPAMU;

[TpoBoiuTh poBepky coctosiausi obopynoBanus UK TCO;

[TpoBoauTh TexHu4eckoe o0cayxuBanue u peMont obopyznosanust UK TCO;

BeisiBiisiTe HeucnipaBuocT obopynoBanust UK TCO;

BeimosiasiTe  TpeOoBaHus 0€30IaCHOCTH TpH paboTe € 2IEKTpooOOPYTOBAHUEM U
IIEKTPOHHOU TEXHHKOM, OKa3bIBaTh MEPBYIO MOMOIIb MOCTPAJABIIMM IIPU MOPAKEHUU
HIIEKTPUYECKUM TOKOM.

HaBpiku:

VCTaHOBUTh W HACTPOUTH CETEBbIE YCTPOWCTBA, CETEBBIC IUIATHI, IPOrPAMMHO-
anmaparnbie cpeactia 3amuTsl naHpopmanuu UK TCO «IIOCT 1CBy», koMmyTaTopsl U
Ap-;

Hactpouth 6€301macHOCTh KOMIIBIOTEPHOM CeTH;

Co3zziaTh ¥ HACTPOUTH IpaduuecKuil IiaH 00bekTa (0OBHEKTOB);

Hactpouth 0OMEH JIaHHBIMH;

Hcnonp3yst MpUIIOKEHUsT U KOMaH/bl HAUTH U yCTpaHUTH MPoOJeMbl B KOMIIBIOTEPHON
CeTH, OOCTYXXHUTH €€.



1.5. Tpynoémkocts 00yueHust

HopmartusHblii cpok ocBoenust [Iporpammel - 210 akajeMuyecKkux 4acoB, BKJIOYas BCE
BUJIbI AYJIMTOPHOM U BHEAYJUTOPHOM (CaMOCTOSITENILHOM) yueOHOM pabOThI CilyInaTesis.

1.6. ®opma obyueHus

OuHo - 3a04Hasi (¢ ucnoias3oBanueM J[OT), ¢ OTppIBOM OT IPOU3BOACTBA, JIMCTAHIIHOHHAS.



2. COAEPXXAHUE IMTPOI'PAMMBI

2.1. YueOHBbIH MUIAH JONOJHUTEJIbHOI NpodeccHOHATBHOH NMPOrpaMMbl NOBbLINIEHHS

KBaJll/l(bl/lKaIlPll/l «HOpﬂHOK IKCILIyaTalnum M TEXHUYICCKOTO Oﬁc.lly?KHBaHl/lﬂ
uarerpuposannoro komimiexkca TCO “ITOCT 1CB”»
AyJIUTOpPHBIE 3aHATHUSA, Y
CPC,
O0uast
4, B ®dopma
HaumenoBanue TpY/I0- Bceero
= a3/1eJ10B, IMCIUMILIMH, TEM EMKOCTB, | ayj., 4 Tpaxrn- | T | KOHTPOT
P ’ ’ ’ ” Jlekumuu | yeckue PYMIIOBKIC | prop, s
k! 3aHATHS
< 3aHATHS q
1 2 3 4 5 6 7 8 9
DU3UKO-TEXHUIECKHUE OCHOBBI
u MAaCHOCTb HKCTUTyaTalliu
T e varam 20 16 16 4 Tect
TEXHUYECKHUX CPEICTB OXPaHbI
¥ KOMIUIEKCOB HAa MX OCHOBE
2 | YcTpoiCTBO TEXHUYECKHUX .
P 140 104 54 50 36 Tect
CPEICTB OXPaHbI
3 YCTpoiCcTBO MHTErPUPOBAHHBIX
KOMIUIEKCOB TEXHUYECKUX 44 34 18 16 10 Tecr
CpPe/CTB OXPaHbI
4
Hrorosas arrecrauus 6 6 - - - Tect
Hroro: 210 160 88 66 50
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2.3. Y4yeOHO-TeMaTHYECKHH

IJIaH

JIOIOJIHUTEILHOM

npogdeccuoHAILHOM

nporpamMmbl noBbimeHust Kpaaupukamun «[lopsaaok IKCIUIyaTanum 1 TEXHHIECKOT 0
obcaykuBanust HHTerpupoBanHoro komiviekca TCO “ITIOCT 1CB”»

O61mas AynuTopHble 3aHATHS, 4 CPC,
HaumeHoBanue 4, B dopma
Tpyn0- Bceero
Ne PasienoB, MMCUMIIAH, | . oo | o g Mpakru | - T.4. | KOHTPO
TEM Yilley Jlexumu | -ueckue | - PYMIOBBIC KCP, s
, 4 3aHATHUS
3aHATHUS q
1 2 3 4 5 6 7 8 9

DH3UKO-TEXHHYECKHEe
OCHOBBI H
0e30nmacHOCTh

1. | akemuryaTauuu 20 16 16 4 Tecr
TeXHHYECKHX CPe/ICTB
O0XpaHbl H KOMILJIEKCOB
Ha UX OCHOBE

1 OCHOBHbIE TIOHSTHUS U 5 4 4 | Teer
ornpeeneHus

12 OCHOBBI 2IEKTPOHUKH U 5 4 4 | Tir
IEKTPOTEXHUKH
OGecnevyenue

1.3 | Ge3omacHOCTH Npu 5 4 4 1 Tect
skcmryarauuu TCO
OcHOBBI paboTHI €

1.4 | KOHTPOIBHO- 5 4 4 1 Tect
M3MEPHUTEILHBIMU
npubopamu
YcerpoiicTBo

2. | TEXHHYECKHX CPE/ACTB 140 104 54 50 36 Tect
OXpaHbl

21 BBCIICHMS B Cucremy 3 2 2 | Tecr
OXPaHHOW CUrHAJIM3aLUK

2.2 | CpencrBa oOHapyKeHHs 40 30 10 20 10 Tect

2ot SRmRap T Dope 8 6 2 4 2 Tect
00paboTku uHpopMaLIUK

24 TexHuueckue cpeacTsa 26 20 8 12 6 Teor
HaOJIrO IEHUS

25 CpencTBa KOHTPOJIS U 13 10 4 6 3 Teer
yNpaBJIEHHUs! JOCTYTIOM
Cpencra 0OHapyKeHUs
npoHoca (npoBo3a)

2.6 | sIepHBIX MaTepUaoB, 13 10 8 2 3 Tect
B3pbIBUATHIX BEILIECTB U
MpeMETOB 13 MeTajlia

10



2:7

Texuuueckue cpencrsa
npeaynpexaeHus U
BO3JIeHCTBUS

Tect

2.8

CpeactBa MHKEHEPHOMH
3aUUThl 00BbEKTA

Tecr

249

Cpencrsa U CUCTEMBI
obecneueHus
noapo0e30nacHOCTH

14

10

Tect

2.10

CpenctBa obecrieueHus
skcruryaTauuu TCO

Tect

YerpoiicTBo
HHTErPHPOBAHHBIX
KOMILJIEKCOB
TeXHHYECKHX CPEACTB
OXpAaHBbI

4

34

18

16

10

TecT

3.1

OCHOBBI yCTPOWCTBA U
MPUMEHEHUs!
KOMIIBIOTEPOB

Tecr

3.11

[IporpamMmmHo-
anrnaparHble CpeJcTBa
3aUIUThl MTHPOPMALIUK

Tecr

32

VYerpoicTBo
MHTETPUPOBAHHOIO
KOMITIEKCA TEXHUYECKUX
CPEJCTB OXPaHbI

20

16

12

Tecr

3.21

Haznauenue, coctas,
CTPYKTYpa, OCHOBHbIE
(yHKUMK U TEXHUUECKHUE
xapakrtepucTtiku MK
TCO

Tect

3.22

CrneupanbHOE
MPOrpaMmMHOe
ooecneuenue MK TCO.
APM UK TCO

12

Tect

3.3

Dkcmtyarauus
UHTErPUPOBAHHOTO
KOMIUIEKCA TEXHUYECKUX
CpPEJICTB OXpaHbl

21

16

12

Tect

3.31

OCHOBHbBIE HAIPaBJICHUS]
TIOBBIIIEHHS HAJIEKHOCTH
UK TCO

Tect

3.32

OpraHu3almuoHHO-
TeXHUYECKUe
MEpOTPUSTHS TIO
noanepxanuo UK TCO
B MCIIPABHOM COCTOSIHUM

14

12

Tect

Hrorosas arrecrauus

Tect

HUroro:

210

160

88

66

50

Dunanb
HbIHU
TECT

11




2.4. YueOHasi nporpamma

Pazaen 1. ®U3uKO-TEXHUYECKHUE OCHOBBI M 0€30I1aCHOCTD HKCIUTyaTaIl[ii TEXHUYECKUX
CPEACTB OXPAHbI ¥ KOMILIEKCOB Ha UX OCHOBE

Tema 1.1 OcHOBHBIE IOHSITUS U OIIPECIICHMUSI.

3ansTue 1. OcHOBHBIE IOHATHS U onipejeeHust. Jlekus — 4 yaca.

OCHOBHBIE TIOHATHS U ONPEIEIICHUS: CTPYKTYpPa, COCTABHBIC YAaCTH, B3aUMOJICHCTBHE
aseMeHTOB cuctembl oxpanbl. Knaccupukanuss TCO. Opranuszanusi kapayibHOH H
BHYTpeHHe# cityk0 ¢ npumenenrem TCO.

®opma TeKylero KOHTPOJIs:

Tect

Tema 1.2 OCHOBBI 2JIEKTPOHUKHU U JIEKTPOTEXHUKH.

3ausitie 1. OCHOBBI SJIEKTPOHUKH U AJIEKTpOTEXHUKH. Jlekius — 4 yaca.

Ou3nyecKkue XapakTepUCTUKU DJIEKTPUYECKHX  IENei, OCHOBHBIE IJIEMEHTHI
NIEKTPUUECKUX LIENeH, AeMeHThI JIoTukH. Kiaccudukanus 21eKTpHuecKuX CUrHaIOB, UX
npeoOpazoBaHue B GyHKIIMOHAIBHBIX y3i1ax anmnaparypbl TCO. BoaHOBBIE TPOIIECCHI.

®opma TeKymero KOHTPOJIs:

Tect

Tema 1.3 O6ecnieuenue 6e3onacHocTH npu dkcruryataruua TCO.

3ausarue 1. O6ecneyenune 6e3onacHoctu npu skcruryaranuu TCO. Jlekuus — 4 yaca.

Opranu3aiMOHHO-TEXHUYECKHE MEPOIPHUATHS MO 00eCTeYeHHI0 O€30MacHOCTH IPH
skcrtyaranun TCO. Mepor 6e3onacnoctu npu skcmtyararuu  TCO. [lopaxaromee
JICCTBUE AJIEKTPUUECKOr0 TOKAa Ha OpraHm3M dvesoBeka. Oka3aHue IMEpBOU IMOMOIIM
MOCTPAJIaBIIUM OT JIEKTPUUYECKOTO TOKA.

®opma TeKymero KOHTPOJIsi:

Tecr

Tema 1.4 OcHOBBI pabOTBI C KOHTPOJIBHO-U3MEPUTEIILHBIMU TPHOOPAMH.

3ansitue 1. OCHOBBI pabOTHI C KOHTPOJIBHO-U3MEPUTEIIHLHBIME TTpHOOpamu. JIekius —
4 yaca.

Knaccupukanust koHTposibHO-U3MepHuTeNbHBIX 1pubopoB (KUIT). Ocuoubie KUII,
npumMensieMsble 1pu skcruryataruu TCO. punnune: padotsr KUIT u meTop1 npoBeieHust
U3MEpPECHUH.

®opMa TeKymero KOHTpOJIsi:

Tect

Paznen 2. YcTpoiCTBO TEXHUUECKHX CPEJICTB OXPAHbI
Tema 2.1 Beenenue B Cucremy 0XpaHHOM CUTHAJIM3AIMHN.

3ansTue 1. Beenenue B qucuuminay. Cucrema oXpaHHOM curHaiu3aiuu. Jlexkmus — 2
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qaca.

Beesenne B npeaMeTHyo obnactb. CTpykTypa, COCTaBHBIE YacTH, B3aUMOJICHCTBHE
JJIEMEHTOB CUCTeMbl oOxpanbl. [lonsitue Hapymmrens. IIpuHiunel ¥ MeXaHH3MBbI
0oOHapyEHUsl HapyLIUTEJIS.

dopma TeKymero KOHTpoJIs:

Tecr

Tema 2.2 CpejcrBa 0OHapyKEHHUSI.

BansTue 1. YcrpoiicTBo cpenctB oOnapyskeHus. Jlexmus — 10 gacos.

[Tonsitue cpeacrsa oonapyxenus (CO). Knaccudpukanus CO. @u3nveckue NpUHIMITLL
neiictBus CO. Paguosonnossie CO (PBCO), Bubparmonnsie (Tpuboanexrpudeckue) CO
(BCO), snexrpomarautokontakTapie CO (OMCO): HazHaueHHe, COCTaB M YCTPOUCTBO,
nomexoBble (akTopbl Bimstonme Ha padory CO. TpeOoBanusi K pa3sMeNICHUIO H
pekomenanuu 1o npumenenuto CO.

3anaTue 2. PaGora co cpepcrBamu oOHapyxenus. [Ipakrudeckoe — 20 yacos.

CocraB u ycrpoiicteo PBCO, BCO, DMCO. BeinonHenue MnociieaoBaTe/IbHOCTH
nedicTBUii 10 HacTpoiike, mnpoBepke paborocnocodonoctn PBCO, BCO, SMCO.
Ocobennoctu  Texuuueckoro obciayxuBanuss CO, XapaKkTepHble HEUCIPAaBHOCTH H
crocoObl yCTpaHEHHUS.

®opMa TeKyero KOHTpoJIs:

Tect

Tema 2.3 Anmapatypa coopa u 00paboTkH UH(OPMAIIHH.

Bansrue 1. Annaparypa coopa u 06padotku uHpopmanuu. Jlekuus — 2 yaca.

Haznauenne u kiaccudukamus anmaparypsl cbopa u o0paboTku uHoOpMauu
(ACOM). Cocras, ycrpoiictBo ACOW. [lpunnun aeicTBUS U OCHOBHBIC TCXHHYECKHE
xapaktepuctuku ACOU. TpeboBanus K pasMEIIEHUIO U PEKOMEH/IAIUHN 110 TIPUMEHEHUIO
ACOMN.

3ansitue 2. Pabora ¢ ACOMU. Ilpaktuyeckoe — 4 yaca.

MyHKIHOHATBHBIE BO3MOXKHOCTH, MOPSAOK IOJArOTOBKM K paboTe, IMPOBEPKH
paborocmnocobnoctr, padorta ¢ ACON. OcoOeHHOCTH OSKCIUTyaTalldd W TEXHUYECKOro
obcnyxuBanust ACOU. XapakTepHble HEHCIIPABHOCTH U CIIOCOOBI X YCTPAHEHUSI.

®opma TeKylero KOHTpoJIs:

Tecr

Tema 2.4 Texuuueckue cpejcTBa HAOIIOCHUSI.

Bangrue 1. Texuuueckue cpejcTBa Habmoaenus. Jleknus — 8 yacos.

Hasnauenme, kinaccuukanms TexHudeckux cpencrs  HaOmogenus  (TCH).
DeKTPOHHO-ONTHYeCKoe peoOpazoBanue uzobpaxenuit B TCH. Kommyranus wu
obpaborka BupeocurnanoB B TCH. VYcrpoiictBa ¢dopmupoBanus H300paXKeHUS.
YerpoiictBa  0TOOpakeHWsl.  YCTpPOWCTBA — YIPABICHHS  PEKHUMOM  OTOOpaKEHHSI.
VerpoiicTBa perucTpalid M COXpaHEHHs BHICOMH(pOpManuu. YCTpo#cTBa Iepeiavn
TEJICBU3MOHHOI'O CUTHAJIA.

3ansue 2. Padora ¢ TCH. [IpakTtudeckoe — 12 yacos.
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CocraB 1 ycTpOHCTBO, OCOOEHHOCTH JKCIUIyaTallid U TEXHUUYECKOTro 00CITy KUBaHUS
aJieMeHTOB cuctembl TesieBu3nonnoro Hadmoaenus: (CTH). TpeboBanus k pazMenieHHm1o,
pexomenaruu 1o npuMeHenuto CTH. XapakrepHble HEHCIIPABHOCTH M CIIOCOOBI MX
yCTpaHEHHUSI.

®opma TeKymero KOHTpOJIs:

Tect

Tema 2.5 CpencTBa KOHTPOJISI M YIIPABJICHUSI JIOCTYTIOM.

3austue 1. Cpeacrsa KOHTPOIIS ¥ ynipaBieHus goctynoM. Jleknus — 4 yvaca.

Knaccudukaius, Ha3HaueHUE TEXHHUYECKHX CPEACTB KOHTPOJSI W YIpaBJICHUS
jpocryniom (CKVYJI). YcerpoiictBa nperpaxaatomue ynpasisembie (YIIY). Ycerpoiicta
BBOJIa WaeHTU(uKanuonubiX mnpu3HakoB (YBUII). VcrpoiictBa ympasnenuss (VV).
TpebGoBanust Kk pa3MelIeHUIO U pekomMeHanuu 1o npumenenuto CKVY /1.

3ausrue 2. Pabora co CKVY/I. IIpakTuueckoe — 6 yacos.

Cocras, ycTpoicTBO U paboTa, OCHOBHBIE TeXHUYecKue xapakrepuctuku YIIY, YBUII,
YV. OcobeHHOCTH SKCIUTyaTallud ¥ TeXHUueckoro oociyxuBanusi siaementoB CKVY/I.
Xapaxrepubie HeucripaBHOCTH d71eMeHTOB CKVY I, criocoObl UX BBISBIICHUS U YCTPAHEHUSI.

®opma TeKylero KOHTPOJIs:

Tect

Tema 2.6 CpeacrBa oOHapykeHUsi IpoHOca (NPOBO3a) s/IEPHBIX MATEPHAJIOB,
B3PBIBYATHIX BelIECTB H MPeEJIMETOB U3 MeTaJLIa.

3ansitue 1. CpeacrBa oOHapyXeHUs] IPoOHOcA (MPOBO3a) SIEPHBIX MaTEPHAIIOB,
B3PBIBYATHIX BEIIECTB U MPEAMETOB U3 MeTajuia. Jlekius — 8 yacos.

Ha3znauenwue, kiaccuuKkaiis TEXHUYECKUX CPEJICTB OOHApYKEHHS ITPOHOCa (IIPOBO3a)
SJICPHBIX MaTepuasioB, B3pbiBUaThIX BemiecTB (BB) u npenmero u3 meramuia. Cocras u
OCHOBHBIC TEXHUUYECKUE XapaKTEPUCTUKH. PeKoMeHIaluK 10 TPUMEHEHHUIO TEXHUYECKHX
cpeiacTBa OOHaApyX eHHsl TpoHOoca (MPOBO3a) B3PBIBYATHIX BELIECTB M IMPEAMETOB W3
MeTaa.

3ansTue 2. Pabora co cpencrtBamu oOHapyKeHUs IIpoHOCaA SAEpHBIX MaTepuaios, BB
U npeaMeToB U3 Metasuia. [Ipaktudeckoe — 2 yaca.

Cocras, yctpoiicTBO U paboTta metayuioOHapyxurtenei, ooHapyxureneid BB, cpencraa
pajinaliuoOHHOTr0 KOHTPOoJIst. OCOOEHHOCTH IKCIUTyaTallMd U TEXHUUYECKOTO 0OCITyKUBAHUS.
XapakTepHble HEUCITPABHOCTH U CIIOCOOBI UX YCTPaHEHHUSI.

®opma TeKymero KOHTPOJIsi:

Tecr

Tema 2.7 Texuuueckue cpecTBa MpeaynpexJaeHus U BO3ICHUCTBUSL.

3ansaTue 1. Texuudeckue cpejicTBa npeaynpexjieHus u BozzaeicTus. Jlexius — 4
qaca.

Hasnauenue, knaccudukalius TEXHUUECKUX CPECTB MPEAYIPEK/ICHUSI U BO31EHCTBUS
(TCIT m TCB). CoctaB W OCHOBHBIE XapaKTEPUCTHKH, TpeOOBaHUSI K pa3MEIIEHUIO,
pexomenaanuu 1o npumenenuio TCII u TCB.

3ansTue 2. Pabora ¢ TCII u TCB. [Ipaktuueckoe — 2 yaca.
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Cocras, ycrpoiictBo u pabora TCII u TCB. Ocobennoctu skclulyaralud u
texuuueckoro oociyxusanus TCII u TCB. XapaktepHble HEHCIIPABHOCTH, CIIOCOOBI UX
BBISIBJICHUS] H yCTPAHEHUSI.

®opma TeKymero KOHTPOJIA:

Tect

Tema 2.8 CpejicTBa MHXKEHEPHOH 3alIUTHI O0BEKTA.

3anstue 1. CpencTBa nHKEHEPHOH 3auThl 00bekTa. JIekius — 6 4acos.

HasnaueHue, cOCTaB, TEXHHYECKHE XapaKTEPUCTHKU TpeOOBaHUSA K Ppa3MELICHHIO,
pEeKOMEH/IallMd 0  NPUMEHEHUIO  HMHXXCHEPHBIX  CPEACTB  3aIIUTHL.  Bbimku
HalrojaTebHbIE.

®opma TeKymero KOHTpoJIs:

Tect

Tema 2.9 CpejicTBa U cUCTEMBI 00€CTIEYEHUS 10YKAPOOE30MaCHOCTH.

3ansarue 1. CpeynctBa U cucrembl obecnieueHus noxkapodesonacHoctu. Jlekuus — 6
YacoB.

Hasnauenwue, kiaccudukaius Cpe/iCTB U CUCTEM 00eCIeYeHUs 110XKapoOe30M1acHOCTH.
dusnyeckre IPUHITHITBI ICHCTBHS MOXKapHBIX W3Belaresaei. CocraB, IPUHIUI JICHCTBHS,
OCHOBHBIC XapaKTEPHUCTUKH CHCTEM aBTOMATHYECKOro moxaporymeHus. Tpebopanust
pa3MEIICHHIO ¥ PEKOMEHJIAIMH 110 MPUMEHEHHIO CPECTB I0XKAPHOW CUTHAIM3ALMU U
ABTOMATHYECKOT'O TIOXKAPOTYILIECHUSI.

3ausrue 2. PaboTa co cpe/icTBaMu U CUCTEMaMK oOecrieueHus 0kapo0e3011acHOCTH.
[IpakTuueckoe — 4 yaca.

CocTtaB, yCTpOHCTBO, OCOOCHHOCTH OSKCIUTyaTallud M TEXHHYECKOro OOCIyXKHUBAHHS
ACII3-05®, xapakTepHbie HEHCIIPABHOCTH, CIIOCOOBI X BBISIBJICHUS U YCTPAHCHHUS.

@®opMa TeKymero KOHTpoJIs:

Tect

Tema 2.10 CpencrBa obecnieuenus sxcrryaranuu TCO.

3ansarue 1. Cpencrsa obecnieuenust sxcruryatanuu TCO. Jlexius — 4 vaca.

CpenctBa obecrieuenus sxcruryataruu TCO. Cuctembl 21€KTPONUTAHUS U OXPAHHOT'O
ocserieHus. Haznauenue, coctaB, yCTpOHCTBO, OCHOBHBIE XapaKTEPUCTUKH.

®opma TeKymero KOHTPoJIs:

Tecr

Pa3zen 3. YCTpoicTBO HHTETPUPOBAHHBIX KOMIUIEKCOB TEXHUYECKHUX CPECTB OXPaHbI

Pasaes 3.1 OCHOBBI yCTpOMCTBA U TPUMEHEHUSI KOMIIBIOTEPOB (3 4vac)

Tema 3.1.1 [Iporpammuo-anmapaTHbie CpeCTBa 3alUThl HHPOpMaLUu.

3ansrue 1. [IporpaMMHo-anmapaTHbie cpejcTBa 3auuThl HHGopmanun. Jlexmus — 2
Jaca.

[Tousitue kommnbiorepHoro Bupyca (KB). Kinaccudukanus, ectpyKTuBHbIE (QyHKIIUH
KB. AutusupychHoe [10. Haznauenue, coOCTaB 1 OCHOBHBIE XapaKTEPUCTUKHU IIPOIPAMMHO-
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anmapaTHOrO KOMILJIEKCa 3alUuThl HH(POPMALUU IIPUMEHSIEMOT0 B COCTABE KOMILIEKCA.
®opMa TeKyero KOHTpoJIs:
TectT

Pa3jen 3.2 YCTpoiicTBO HHTETPUPOBAHHOTO KOMIUIEKCA TEXHUYECKUX CPEJCTB OXPAHBI
(20 gac)

Tema 3.2.1 Hasuauenue, coctaB, CTPYKTYpa, OCHOBHbIE (DYHKIMH U TEXHUUYECKHE
xapakrepuctiku UK TCO.

3ansrue 1. Ha3znauenuwe, cocraB, CTPYKTypa, OCHOBHbIE (DYHKLIMH U TEXHUYECKHE
xapakrepuctuku UK TCO. Jlekus — 4 yvaca.

Hasnauyenue, cocraB, (YHKIIMOHAJIBHBIE BO3MOXHOCTH, OCHOBHBIE TEXHHYECKHE
xapaktepuctuku UK TCO.

Crpykrypa UK TCO. OcuoBubie npunnunsl nocrpoenust UK TCO. TpéxypoBuesas
mozaens mocrpoenuss MK TCO. Ilpunmunsr uaTerpanuu komnonento MK TCO.
DOyHKIMOHAIBHOE HA3HAYEHHUE M COCTaB 00OpY/IOBaHMSI BEPXHEIO YPOBHS — CHUCTEMBI
ceteBoro kommbiorepHoro ynpasienus (CCKY). @yHKIIMOHAIBbHOE HA3HAYEHHUE U COCTaB
00Opy/I0BaHUsl CPEHEr0 YpPOBHS -  YCTPOWCTB KOHTposis W ympasienus (YKY).
OyHKIMOHATBHOE HA3HAYCHHUE U COCTAB 000PYI0BAaHUSI HUKHETO YPOBHS.

Xapaxktepuctuku uaTepdeiicoB (Ethernet, RS-232, RS-485 u np.). IIpeobpa3opanue
CUT'HAJIOB.

®opma TeKymero KOHTpPOJIs:

Tecr

Tema  3.2.2  CnenmanpHoe  mporpammHoe — obecmewenue MK TCO.
ABtomarusupoBarHbie paboune mecra UK TCO.

Bansirme 1.  CroemumanibHoe — mporpammuoe — obecrieuenne MK TCO.
AstomatusupoBarubie padboune mecta MK TCO. Jleknus — 8 vaca.

Crnemuansaoe I[10 MK TCO. Hasumauenme, tansi APM u3 cocraa MK TCO.
Unrepdeiic APM, ero kondurypanus. PasrpaHuueHue MNOJIHOMOYMH IO JOCTYIY K
uH(pOpMaIUU U yIpaBiieHUIo pecypcamu APM.

3ansrue 2. Pabora co cnerpansabiv 110 UK TCO. Tlpaktuueckoe — 4 vaca.

YcTaHoBKa MporpaMMHOT0 KOMILIEKca. Y CTpoicTBO U ocobeHHocTn APM pasinuHbIxX
tunoB. Murepdeiic APM, ero xoudurypanus. IproHomuueckas opranuszanus APM.
Texnuka 6e3omacHocTu npu skcrryaraua APM.

®opma TeKymero KOHTpPOJIs:

Tecr

Pasznen 3.3 Dkcruryaranus MHTEIPUPOBAHHBIX KOMIUIEKCOB TEXHHUYECKUX CPEICTB
oxpanbl (21 4gac)

Tema 3.3.1 OcuoBHbIe HanpaBienus noseimenus Haaexuoctn UK TCO.
3ansrue 1. Hanpasienus noseimenus HagexHoctd MK TCO. Jlekuus — 2 yaca.

OcuoBubie Hamnpasierusi nosbimenus: Hagexnoctn UK TCO. C6op u 06001menune
JIAHHBIX O MPUYMHAX JIOXKHBIX CHTHAJIOB TPEBOT'H, MPUUYMHAX OTKa30B obopynoBanus MK
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TCO.
dopma TeKyero KOHTpoJIs:
Tect

Tema 3.3.2 OpranusannoHHO-TEXHHUECKHe MeponpusiTHs 1o noyiepxanuto UK TCO
B UCIIPABHOM COCTOSIHUH.

3ansrue 1. Opranu3anuoHHO-TEXHHYECKUE MepoTpusTUs 1o nojyiepxanuio MK TCO
B HCIIPAaBHOM cocTostHuu. Jlekuus — 2 vaca.

MOHHUTOPHHT ¥ KOHTPOJb  COOBITMH,  IIOArOTOBKA  OTYETOB,  KOHTPOJb
paborocmnocobnoctr, auarHoctuka HeucnpaBHocreit MK TCO. Boccranosienue
paborocniocobnoctit APM UK TCO nocne c6oeB. Texuuueckoe 00CITyKUBAaHUE U PEMOHT
obopyaoBanust UK TCO. Benenne skciuryaraliuOHHOM JOKYMEHTAIIHH.

Banarue 2. Texuunueckue meponpusitus no mnoiepxanuio MK TCO B ucrpaBHOM
coctostHuu. [ IpakTuueckoe — 12 gacos.

®opMa TeKymero KOHTpoJIs:

Tecr

Hrorosas arrecranus
@OunaabHBIH TecT (4 yaca).

3. YCJIOBMUSA PEAJIM3AIIMU ITPOT'PAMMBI
OO6yuenue mpoBoaUTCs Ha yueOHo-MeTouueckoi 6aze 3A0 «MuTex».

K npenogaBanuto yueOHoit [IporpaMmsl IpuBIeKarOTCs MpEnogaBaTe/iy, UMEIOIIHe
OOJIBIION OINBIT MEJAroruYecKoi jesitenbHocTH (Ooee 5 nier) B jgaHHOM cdepe u
NPAaKTHYECKUI ONBIT pabOTHI IO ATOW TEMaTHKE.

B mpomecce oOyudeHHs] TPUMEHSIIOTCSI COBPEMEHHBIE TEXHMUYECKHE CpEJICTBA
00yd4eHHust 1 METOINYeCKue mocoOusi, pazpaboTaHHble 10 TeMaMm yueOHo#H ITporpammel.

3.1. TpebGoBanusi K MUHUMAJBLHOMY MAaTEPHAIbHO-TEXHHYECKOMY
obecrnieyeHUI0

Peanusanust [IporpaMmbl JTUCHMIUIMHBL TpeOyeT Haauuusi yueOHOro kabuHeTa C
HEOOXO0IMMBIMU TEXHHYCCKUMHU CPE/ICTBAMH 00y4EHUSI.

ObopynoBanue yueOHOro kaduHera:
- paboure MecTa 1o KOJUYECTBY 00yUaromuxcs (CTo, CTyJl, He0OX0UMBbIE JUIs
paboThI B ayIMATOPUN KAHIIEISIPCKUE PUHA/UIC)KHOCTH);
- pabodee MeCTO mpernoaaBaTessi (CTo, CTysl, He0OX0UMbIe 1J1s1 pabOThI B
ayJIMTOPHH KAHIEISIPCKUE PUHAJIIEKHOCTH);
- JI0CKa JUIsl 3allUCel ¢ MPUHAJISKHOCTIMHU (MapKephl JUIsl TUChbMa, yKa3Ka).
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Texnuueckue cpeacTBa 00ydeHus:
- NEepCOHAJBHBIA KOMITBIOTEP MPENoAaBarTelis ¢ nepupepuiiHbIMU YCTPOHCTBAMU
¥ JIOCTYTIOM K cetu MHTepHer;
- MYJbTHMEIHA-TIPOEKTOP C IKPAHOM;
- NepCOHATbHBIC KOMIBIOTEPHI (HOYTOYKH) IO KOJTUYECTBY 00yUaIOIIUXCS C
JocTynoM k cetu MuTepHer;
- crenjpl ¢ Texuuueckumu cpencrsamu u3 cocraBa UK TCO «IIOCT 1CB».

Kaxprit obyuatomuiicst obecrnieunBaeTcsi pa3/laTOYHbIM MaTEPHAIIOM M KOMIIAKT-
JIACKOM C 3amuChio y4eOHO-MeToJMuYecKux matepuaioB Ilporpammel (mpe3eHTaruu
Iperno/iaBaTesieid, KOHCIEKTHI, HOPMATUBHO-IIPABOBBIE aKThI, oOpa3iibl
paccMaTprBaeMbIX Ha 3aHATHUSIX JIOKYMEHTOB, IPUMEpBI pPELICHUS MMPAKTUYECKUX 3a/1ad,
CTaThU W JPyrue MaTepuaiibl o remam lIporpammer).

3.2. UndopmanmonHoe obecrieuenune o0ydeHust

Ilepeuenb peKoMeHyeMoii iuTeparypbl. UHTEpHET-pecypcoB

3akoHnbvl u HOpMaAmMuUBHbIE AKMbL

®enepanbubiii 3akoH oT 27.07.2006 N 149-03 «O6 undopmaruu, uHGOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aimTe HHPOpMauuy (JIeHCTBYIOMAs PeIaKIius)

«Jloktpuna wuHpopManmoHHOW Oe3zomacHoctu  Poccuiickoit  Dexepanum»  (YTB.
[Tpe3unentom PO 09.09.2000 N I1p-1895) (neiicTByromast perakius)

®enepanbublit 3akoH o1 28.12.2010 N 390-®3 (pen. ot 05.10.2015) «O 6e3omacHocTu»
(nelicTByIOIIAs peJIaKIusi)

3akoH P® «O rocymapcrBenHoi TaiiHe» ot 21.07.1993r. No5485-1 (neiictByromias
peaKims)

Oenepasibhblii 3ak0H «O Kommepueckoit TtaiiHe» ot 29 wmions 2004 r. N 98-@3
(mevicTByromIas peaaxKius)

Oenepanphbiii 3akoH «O nepcoHaNbHBIX JaHHBIX» OT 27 wmwons 2006 r. N 152-®3
(neiicTByromIas pelaKiius)

Oenepanpubiit 3akoH «O0 snekTpoHHOM mojanucu» ot 6 anpenst 2011 r. N 63-®3
(neicTByrOIIAs pelaKIus)

[Tpuka3z ®CTOK Poccuu ot 18.02.2013 N 21 «O6 yrBepxaenun CocraBa U coJiep>KaHus
OpraHM3aIMOHHBIX M TEXHUYECKUX Mep 10 oOecreueHuto 0e30MacHOCTH MepCOHAbHBIX

JAHHBIX TIpU UX 00paboTke B MHGPOPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JIAHHBIX)
(BapeructpupoBano B Muntocre Poccun 14.05.2013 N 28375) (neiicTByromast peJlakiiusi)

Yyeonan numepamypa

Bonxonckuit B.B. «TeneBusnonnsie cucrembl HaOr0IeHus» yaeOHoe nocobue. - CII6.:
DKOMOoJIMUC U KyJibTypa, 1997

Bonxonckuii B.B. « TeneBu3nonHbIe cucTeMbl HAOI0/IeHUs» y4eb. mocodue. 2-e u3l., J101.
u nepepad. - CI16.: Dkononuc u Kynbtypa, 2005.
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Bosnxonckuit B.B. «YcrpoiicTBa 0XpaHHO#M CUTHAIM3AIMAY 3-€ U3]1., JI01. U nepepad.: B 2
4, - CI16.: Dxonosuc u KyiasTypa, 2000

I'em36epr FO.M. «Oxpannoe teneBuaeHue» - M.: ['opsiuast iunus - Tenexom, 2005

MarayenoB P.I'. «Cucrembl OXpaHHOH CHTHAIM3ALMU: OCHOBBI TEOPHM U IIPHHIIUIIBI
noctpoeHus» YueOHoe nmocooue. - M.: ['opsiaast munus - Tenexkom, 2004

MarayenoB P.I'. «Cucrembl OXpaHHOH CHTHaJIM3AalMU: OCHOBBI TEOPUU W IIPUHIIHIIBI
nocTpoeHus» YueoHoe nmocodue. 2-e usl., nepepad. u jon. M.: I'opsiyas siuHus - Tenekom,
2008

Hukymua O.1O., Tlerpymua A.H. «CucTeMbl TelIeBU3MOHHOIO HaOMIOACHHS» Y4eOHO-
cripaBounoe nocobue. [lox pex. Munaesa B.A. - M.: O6eper-Pb, 1997

I'ennanuii IllanaeB, Aunapeit Jleyc «Cucrembl 3amuthl nepuMerpa» M.:CeKkblopuTH
®doxkyc, 2011

Biagumup PeikyHoB « OXpaHHBIE CHCTEMbI M TEXHHUECKHE CPE/ICTBA (PU3UUECKON 3aIUThI
oobexToB» M.: Cekbtoputu ®okyc, 2011

[Mlenuteko [.E., MenseneB W.M. «llpoGnemsr Oe3onmacHocTH 0OBEKTOB» YueOHOE
nocodue. - M.: Akanemus skoHoMH4YecKoi Oe3omacnoct MBJ[ Poccun, 2006
PykoBojictBa Anmunucrparopa [10 «MuTemnexm»: [TV

PyxoBoactea Oneparopa [10 «Muatemnex: ITV

Kparkoe pykoBoactso [lons3oBaresns [10 «MuTennexm»: [TV

PykoBozctBo 1o skcrutyatanuu Ha UK TCO.: 3A0 «MuTex»

PykoBojictBo cucremuoro nporpammucta UK TCO.: «MuaTex»

Pexomenoosannvie Hnmepnem-pecypcol:
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageld=136938089
PykoBojictBo Apmunuctparopa [10 «MHTEJUIEKT»
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageld=83499967
PykoBozctBo Oneparopa 110 « MHTEJIJIEKT»
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageld=83499917

Kparkoe pykOBOJCTBO OJIb30BaTEs

http ://www. s - director.ru_XXypuan«/lupekrop no 6e30macHOCTH»

CIENHATM3HPOBAHHOE SKEMECSIYHOE U3JIaHUE, OPUEHTHPOBAHHOE HA OCBEILEHHE [10JIHOTO
KOMILJIEKCA MMPOoOJieM KOPIMOpPATHBHONH O€30MacHOCTH: HKOHOMHYECKOH, (U3NYECKOH,
TEXHUYECKOM, HHPOPMAIIMOHHOMU, KaJIPOBOH, OPHJINYECKON H T.II., @ TAK)KE UX B3AUMHOI'O
BIIASTHUS

http://bezopasnost-chel.ru/ Bceepoccuniickuit CHeIUAIM3UPOBAHHBIN KypHa
«be3onmacHoCThY OTpaciieBoe H3JaHWE Ha pbIHKE cucTeM OesomacHoctd B Poccum u
bmmxaem 3apybexne

http://www.aluoritm.orjy  XKypHan «AnroputM 0e30macHOCTH»  HH(POPMALUOHHO-
AQHAJIMTUYECKOE  HW3J[aHUe, OCBEIAIONIee BOIPOCHI  TEXHUYECKOro  oOecredeHHs
0e30MacHOCTH 0OBEKTOB

http://www.tzmauazine.ru/ YXypHai « TexHOIOTrHsI 3aIUTHD - OTPACIIEBOE U3/IaHUE PhIHKA
TEXHUYECKUX cHCTEM Oe3ormacHocTh. Beé o koMiuiekcHbIX cuctemax 6e3omacHoctu CKY /]
OIICCC TV cucremax moxapoTyIleHus: U 0 Apyrux cermenrtax peiika TCh

http ://ru-bezh PYBEX undopmaninoHHO-aHATUTHYECKUHN Ky PHAJI 11O TeMe OE3011aCHOCTH
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"

http://www.mirbez.ru/ Cnenuajiu3upoBaHHbIH JKypHal 10 Oe3zonacHoctd «Mup u

0e301macHOCTbY
http://www.piusworld.ru/ HMudpopmanmonHo-anamutuyeckui xypaai [TJTAC

http://www.id-mb.ru/ Ananutuuyeckuii Mmeauanoprai «Mup 6e30macHoCTH»

http://tek.securitvmedia.iTi/ OrpacieBoii crienuaaIn3upoBaHHbIN XKypHas «be3onacHocTh
00bexToB TOK»

4. OHEHKA KAYECTBA OCBOEHMUS ITPOI'PAMMBbI

OrneHka KadecTBa OCBOCHHUS [mporpamMmbl  BKJIIOYACT HUTOIOBYKO aTTCCTAIHIO

ciyuiaresnieil B popme TECTUPOBAHUSI.

CJIyHIaTCJH/I IpoOXoadAT TECTUPOBAHUC IIOCJIC HU3YUYCHHUSA KaXI0r'o I1oJpa3aciia

[Tporpammer. Tectsr Bimowaror oT 20-30 BompocoB. duHaNbHBIE (MTOTOBBIE) TECTbI
cocrosiT U3 45-50 BONpOCOB, MpeaHa3HAYCHHBIX YIS TPOBEPKU TEOPETHUECKUX 3HAHMM,
NPaKTHUYECKUX HABBIKOB U YMEHMH B U3yUEHHOM 00J1acTH.

Omnenka «5» - ot 85% 1m0 100% npaBUIIBLHBIX OTBETOB.

Onenka «4» - ot 70% 10 84% npaBUJIbHBIX OTBETOB.

Onenka «3» - ot 50% 10 69% npaBUIIBHBIX OTBETOB.

OnenHka «Hey/10BIETBOPUTEIHLHO» - MeHee 50% mpaBHIIbHBIX OTBETOB.

[IpumepHbIii epeyeHb BONPOCOB K TECTAM:

D .

SN N AW N =

9,

OcHoBBI IOCTPOCHHS cHCTEM (PU3HYECKOH 3aIUTHI 00bEKTOB.

OcHOBHbBIE TEPMHHBI H ONIPE/IeICHUS.

Knaccupuxauus TCO.

Ha3nayeHue 0CHOBHBIX 3JIEMEHTOB CHCTEMbI OXPAHbI.

Ha3nauyenne ocHOBHBIX (PyHKIHMOHAJBHBIX y3/10B annapatypst TCO.
Opranumsanusi BbINOJHEHUs TpedoBaHMH 0Oe30mMacHOCTH MIPH padore ¢
3JIEKTPOYCTAHOBKAMH M BHIYHC/IUTEIbHOH TEXHHUKOM.

Opranu3anuoHHble  MEPONPHUATHA 1O  BBINOJHEHHIO  TpeboBaHmii
0e3omacHocTH NpH padoTe ¢ IIEKTPOYCTAHOBKAMH M BBIYHCIHTEIbHOMH
TEeXHHKOI.

Texuunueckue MepoNpUsATHS M0 BHINOJIHEHUIO TPeOOBAHUI 0€3011aCHOCTH NPH
padoTe ¢ JIeKTPOYCTAHOBKAMH U BbIYHC/IUTEILHOH TEXHUKOM.

Ilopsinox u mnpaBu/Ia oKa3aHUS [ePBOH NOMOIM NPH TOPAKEHHH

INEKTPHYCCKHUM TOKOM.

10. MeTOIlbl IMPOBCACHUSA mmepeﬂni’l OCHOBHBIX 3JICKTPHYCCKHUX BC/JINIHH.

11. Cucrema oxpannoii curnaauszanuu. Haznauenue, ocHoBHbIC (PYHKIIHH, COCTAB,

K.naccml)mcaunﬂ ¥ B3aUMO/IeHCTBHE KOMIIOHEHTOB.

12. Haaﬂaqelme, cocraB, NPUHIHIT IleﬁCTBﬂﬂ, OCHOBHbIC TEXHHYCCKHE

XapaKTepPUCTHKH cpeacTB oOHapyxkenusi. [Iposepka padorocnocodnocTu CO.
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Hacrpoiika CO.

13. Haznauenue, cocTaB, NPHHIOMI [JeHCTBHS, OCHOBHbIE TeXHHYECKHE
xapaktepuctuku ACOU. Hacrpoiika n peryaupoBka ACOMU, npoBepka eé
pabdoTocnocobOHOCTH.

14. Haznauenune, cocTaB, NPHHOHUN [JeHCTBHS, OCHOBHbIE TEXHHYECKHE
xapakrepuctuku 3iementoB CTH. Hacrpoiika u perysmpoBka CTH,
npoBepka eé¢ padboTrocnocodOHOCTH.

15. Haznauenue, cocTraB, NPHHIMI IeHCTBUS, OCHOBHbIC TEeXHHYECKHE
xapakrepuctuku 3jemenTtoB CKY/I. Hacrpoiika m peryimpoBka CKY/L,
npoBepka eé pa60T0cn0c66HOCTu.

16. Haznauenue, cocTaB, NPHHOUN [JeHCTBHS, OCHOBHbIE TeXHHYECKHE
XAPAKTEPUCTHKH ANIAPATYPbI CPeACTB OOHApPY:KeHHs IPOHOca (MPoBoO3a)
siiepHbIX MaTepuaios, BB, npeameros u3 merasia.

17. Ha3nayenue, cocTaB, TMPHHIMI JAeHCTBUS, OCHOBHbIC TeXHHYECKHE
xapakrepuctukun TCII u TCB. Hacrpoiika u peryauposka TCII n TCB,
NpoBepKa X padoTOCIHOCOOHOCTH.

18. Haznauenue, cocTaB, OCHOBHbIC TEeXHHYECKHE XAPAKTEPHCTHKH CpEICTB
HHKEHEePHOH 3aIUTHI 00beKTA.

19. Haznauenne, cocraB, NpPHHUMII /[eliCTBHS, OCHOBHbIE TeXHHYECKHE
xapakrepuctukn ACII3-05®. Hacrpoiika u peryauposka ACII3-05®,
npoBepka e€ padboTocnocooHoCTH.

20. Haznayenue, cOCTaB, OCHOBHbIC TEXHHYECKHE XAPAKTEPUCTHKH CpPeICTB
obecnevenus Yykcmayaramuu TCO.

21.Pabora ¢ umurepdeiicom nmporpammsbl «Basic Input/Output System (BIOS)
Setup», aucneruyepa ycrpoiictB Windows. OmnpenesieHue KOMILIEKTALMH
nepcoHaANbHOro KommnbloTepa cpeacrsamu BIOS Setup u Windows 10.

22.Pabora ¢ rpaduyeckum uHTepdeiicom onepanuonuoii cucremnt (0C)
Windows 10, 3anmyck npu/ioxkenni, nouck ¢paiijion, mnosydeHue cipaBKu.

23. Pabora ¢ nuckoBbiMu HakonutTeaamu. Kongurypuposanue OC Windows 10 ¢
UCII0JIL30BAHHEM NaHeH ynpasienus. Hacrpoiika napamerpos skpana.

24. Pabora nosn3oBaresi B JIBC nox ynpasiaennem OC Windows. Hacrpoiika
JIBC. Omnpeaeenne MMEHH KOMIbIOTepa, pado4eil rpynmbl M J0CTyNa K
pecypcam.

25. llopsinok padorsl npu yeranoske u HacTpoiike AIIK3U. [lopsaaok npoBepku
auckoB Ha Hasmune KB ¢ momomsbio nporpammbl « DRWEB®)»).

26. Crpykrypa UK TCO. TpéxyposueBas mopaear mnocrpoenus HK TCO.
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IIpunuuns! narerpanun komnonentos UK TCO.

27. DyHKIHMOHA/IbHOE HA3HAYEHHE H cOCTAB 000pY/JI0BAHHUN BepPXHEro YPOBHS
(CCKY), cpeanero ypoBus (YKY) HUK TCO, HuxnHero ypoBHsL.
Xapakrepuctuku uarepgeiico (Ethernet, RS-232, RS-485 u ap.).

28.Pabora ¢ unrepgeiicom nporpammbi APM. IloaroroBka APM k pabGore.
Ynpasiedue  cpeacTBaMH  OXPAHHOH  CHIHAJM3AUMH.  AKTHBanus
MO/ {YHHEHHBIX YJIEMEHTOB MOCHCTEMBIL.

29. /InarHocTHKA HEUCNIPABHOCTEH M BOCCTAaHOBJIeHHEe paboTocnocodbnoctn APM
u Bcero UK TCO nocie cooes. PaGora ¢ rpagpuyeckumu miianamu odbexra.
30. Hanpasjienust noBbimenns Hagexnocrn UMK TCO. Coop u o0600menune
JAHHBIX O NPHYHHAX JOKHBIX CHIHAJIOB TPEBOI'W, NPHYHHAX OTKA30B
obopynoBanusi UK TCO. PaGora ¢ nporokosaMu codbITHii H 0a30ii TaHHBIX.

Bejenne sxcniyaTaiiHOHHOM JOKyMEHTALIHH.

31. Texuunueckoe oociayxuBanue 1 peMoHT obopyaosanusa UK TCO. Berpoennsbie
CHCTEMbI CAMOKOHTPOJIA M NIpoBepkH padorocnocodnoctn UK TCO.

32.OcHOBBI TOCTPOEHHS] CPEACTB, KOMILUIEKCOB M CHCTeM OXpaHHOH
CUTHAJIN3AUH.

33. OcoOeHHOCTH IKCILTYATAMH CHCTEM OXPAHHOI CHIHAJIM3AIMH HA 00beKTaX.

34. llpuHUMDBI pa00THI NEPUMETPOBLIX CPEACTB 00HAPYIKEHHSI.

35. OcobeHHOCTH HKCILUIyaTAIIMM NEPHMETPOBBIX CPeACTB OOHApYXKEHUsI B
PA3JIMYHBIX YCJIOBHSX.

36. OcoGennocTH  TpPOBeeHHS]  TEXHHYECKOr0  OOCJAY)KMBAHHSM  CPeJICTB
BBIYHC/IHTE/IbHOI TeXHHKH B cocTaBe Komiuiekco UK TCO.

37. OcuoBuble ocobennocTy u xapakrepuctuku unudpossix COT wu mux
3J1IeMEHTOB.

38. OcHOBBI MOCTPOEHHS CPEACTB, KOMILIEKCOB M CHCTEM KOHTPOJS H
yHpaBJIeHUs] OCTYIIOM U OCOOEHHOCTH HX JIKCIUIyaTAIlMH B Pa3IHYHbIX
ycJa10BHSIX.

39. OcobeHHOCTH IKCIIyATAIUH KOMILIEKCOB H CHCTEM KOHTPOJIS H yIIPABJIeHHS
B Pa3JIHYHbIX YCJIOBHUSIX.

40. CpeacrBa aHTHTEPPOPHCTHYECKON 3alIUTHI.

41. OcHOBBI TOCTPOEHHSI CPEACTB, KOMILIEKCOB H CHCTEM OXPAHHOIO
TeJIeBH/IeHH S

42. Oco0eHHOCTH IKCIIYATAIUH KOMILIEKCOB H CHCTEM OXPAHHOIO TeJIeBU/IeHUS
B Pa3JIHYHbIX YCJIOBUSIX.

43. KonrTpous 3xcniryaranun 1 texaudeckoro cocrosuusa UK TCO.
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44. HopmaTuBHO-npaBoBbIe JOKYMeHTHI 10 dkcmnyaTanuu UK TCO.

45. Ocuosbr opranmsanuu HKcmayatanun UK TCO (BBoa B JKCILIyaTanuio,
JOMYCK JIHI, CHATHE ¢ YIKCILTYATAIIMH).

46. Oco6ennocrn ucnoan3oBanus UK TCO no HazHavenuo.

47. Opranusanusi ¥ NOPSJOK NPOBeIeHHS] TexHHYecKoro obcayxnpanus UK
TCO.

48. Opranusanus 1 nopsiok nposeaenus pemonra UK TCO.

49. MaTepuajabHoO-TeXHHYecKoe H MeTposornyeckoe obecneuenne MK TCO.

50. Yuer u BeieHHE IKCILUIYATAIMOHHOM JOKYMEHTAIIHH.
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